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Disclaimer 
 

This document was prepared as an account of work sponsored by an agency of the United States 
government. Neither the United States government nor Lawrence Livermore National Security, LLC, 
nor any of their employees makes any warranty, expressed or implied, or assumes any legal liability or 
responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or 
process disclosed, or represents that its use would not infringe privately owned rights. Reference herein 
to any specific commercial product, process, or service by trade name, trademark, manufacturer, or 
otherwise does not necessarily constitute or imply its endorsement, recommendation, or favoring by the 
United States government or Lawrence Livermore National Security, LLC. The views and opinions of 
authors expressed herein do not necessarily state or reflect those of the United States government or 
Lawrence Livermore National Security, LLC, and shall not be used for advertising or product 
endorsement purposes. 
 



Indicator Sharing Made Easy With MBL 

The Master Block List (MBL) is a malware indicator aggregation service sponsored by the 
Lawrence Livermore National Laboratory (LLNL) with funding from the Department of Energy 
(DOE).  MBL was originally developed in 2008 by cyber security analysts at several national 
DOE laboratories.  In search of a simple way to automatically share information related to cyber 
attacks, they quickly became frustrated with the lack of available options and decided to create 
their own framework.  Over six years later, MBL remains a simple, easy to use repository, 
optimized for automatic submission and retrieval of cyber attack information.  

As technology and cyber security continue to evolve, so does the MBL framework.  Recently, 
the backend for MBL was migrated to Splunk® and leverages a purpose-built Splunk application 
called Parthenon.  Even though Splunk is not free, its simplicity and ease of use could not be 
beat, so LLNL decided to pay for the license so that cyber defenders throughout DOE and 
strategic commercial partners could benefit from MBL as well. 

Through the use of MBL, participants are able to leverage the intelligence of the collective to 
more effectively defend against cyber attacks.  If you would like to learn more about MBL and 
how you can participate, please contact Matthew Myrick at LLNL (myrick3@llnl.gov). 
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